
Ready to Upgrade?
Take advantage of special, low, promotional pricing to upgrade
to Websense® today! Regardless of when your SurfControl 
subscription expires, you can upgrade to Websense Web Security™ 
now. To speak with one of our Web specialists, please contact 
your Websense sales representative or channel partner, or call 
us at 858.320.8000. 

Why Websense?

Many of today’s Web security threats are delivered by reputable 
Web sites. According to the 2009 Websense Web2.0@Work 
survey, 70% of the top 100 most popular destinations on the 
Web hosted malicious content. Organizations that do not 
manage Web access are at risk. Websense Web Security 
delivers the industry’s most advanced Web security and 
content filtering solution to stop threats before they enter the 
organization, help optimize IT resources, mitigate legal liability, 
and increase productivity. 

INDUSTRY LEADING WEB SECURITY

Websense Web Security has been recognized in independent 
research studies, market share reports, and by customers 
worldwide as the premier Web security solution. No other 
solution is backed by over 15 years of Web security experience, 
the knowledge and skills of a global research staff of 130 
professionals, and the Websense ThreatSeeker™ Network. 

Websense Web Security Offers:

•	 Industry-leading Web security with real-time security updates

•	 Advanced control over protocol-based applications

•	 Easy-to-use Web-based management and reporting

•	 Enterprise-class scalability

Advanced Application Controls

File sharing, peer-to-peer computing, instant messaging and 
other applications are widely used in today’s organizations. 
These applications, however, can decrease efficiency and 
expose organizations to security risks and data loss. Websense 
Web Security safeguards users, preserves efficiency, and 
prevents data loss with hundreds of protocols covering thousands 
of applications, all managed with the simple check of a box.

Simple, Yet Powerful Management and Reporting

Websense Web Security includes centralized, task-based 
management and reporting that integrates granular policy control 
with in-depth reporting. The intuitive, Web-based dashboard 
empowers organizations to easily create actionable reports, and 
includes built-in and custom reporting capabilities. Websense 
Web Security requires less effort to manage than competitive 
solutions, while providing greater visibility and control.

Scalable Architecture

IT departments in expanding or distributed organizations 
face scalability and administration challenges not typically 
experienced by smaller, single-site organizations. Websense 
Web Security is a flexible solution—designed to expand with the 
organization—from 50 to 250,000 users and beyond. Centralized 
and delegated management and reporting options remove the 
burden of administrative complexity from IT resources.

Websense Global Technical Support 

With operations around the globe, Websense Global Technical 
Support provides organizations with the services required 
to manage the risks inherent in dynamic Web and email 
applications, helps ensure safe and productive use of the 
Internet, and provides Essential Information Protection™ for 
mission-critical systems.

Essential Information Protection 

Websense, the global leader in integrated Web, email, and 
data security, enables its customers’ success by protecting 
essential information in the Web 2.0 world. Only Websense 
solutions provide complete visibility and control over who may 
use Web, email, or information resources; what information must 
be protected; how information can be exchanged; and where 
users and information can go on the Internet. Websense keeps 
employees productive on any network, anytime and anywhere, 
to help businesses realize the full potential of constant 
connectivity while minimizing the risks of data leaks due to 
human error and malicious attacks. Websense is Essential 
Information Protection. 
 



Powered by the Websense ThreatSeeker Network

Created by Websense Security Labs™, the Websense 
ThreatSeeker Network is the technology foundation for Websense 
Web, data, and email security solutions. The network provides 
the intelligence foundation of Essential Information Protection™ 
by delivering real-time reputation analysis, expanded behavioral 
analysis, and actual data identification. Defensio™ technology 

adds Web 2.0 content analysis and classification to this 
intelligence foundation, providing advanced alerting to security 
threats and inappropriate content before Web users or crawlers 
visit a site. This content intelligence is central to all Websense 
solutions, giving customers comprehensive and up-to-date 
protection from unwanted content and malicious threats. 

© 2009 Websense, Inc. All rights reserved. Websense is a registered trademark of Websense, Inc. in the United States and 
certain international markets. Websense has numerous other registered and unregistered trademarks in the United States 
and internationally. All other trademarks are the property of their respective owner.  09.30.09

FEATURE 

Platform Support – Supported operating systems Windows & Linux 
required (2 components) Windows, Linux Windows, Linux Windows

Deployment method – Location of solution
On-site / Hosted On-site / Hosted On-site On-site

Distributed Architecture – Supports flexible deployment of key services to optimize 
performance and satisfy distributed network architectures, etc. • • • •
Dashboard Reporting Tools – Easy-to-use dashboard including drill-down reporting 
and statistics on Web usage and security risks • • •
Data Loss Prevention – Integrates with Websense Data Security Suite for destination 
awareness and control of where data can be sent • • •
Protects desktops/laptops – Extends Web filtering and security policies to remote 
office workers and mobile laptop users outside the network security perimeter  •1  •1  •1  •2

Full protocol support – Complete set of protocols such as file transfer, streaming 
media, IM & P2P. Includes over 100 protocols. • • • 10+ protocols only

Instant Messaging Attachment Support – Controls the sending and receiving of files 
via IM clients • •
Real-Time Security Updates – Updates Security Filtering database soon after new 
Internet security threats are recognized. • •
Protection from blended Web & email threats – Mitigation of threats using a 
combination of Web links and email to reach a potential target • •  •
Dynamic web categorization – Analyze web content of uncategorized Web sites to 
determine if their purpose is malicious (I.e. hacking, proxy avoidance, pornography) •
Analysis of encrypted traffic – Visibility into encrypted SSL (HTTPS) content and 
application of security policy •
Active Security Scanning – Analysis of Web content in real-time and detect any threat 
or embedded malicious code •
1. Requires Remote Filter add-on
2. Requires Mobile Filter add-on 

SurfControl
Web Filter  


